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F�PQ?�$T5 1
Y�*-1

*K&/&�1
YQ$v; 9J*A]>?�$:4.1JFp&/(0$�(04 * � �Q$T5 F�2.?�,t<-&DF�$:1 ��1
<�,t$�?�<>9I$�UQ9
$TBI(+F�$>q�1
YQ$:2 *-9
$v9
$:UQ9
$TF�$:4.1
$T5 *>FE,.(S1
F�1
9`(S4Q].F�<-;^*�]A(

�
$:4O&0$:4Q]>1IY n�op2j5.$TFW(0]>43*-4 � CEH *w&S]N<>9�(01
YQ? 2>(0$'&+5QF�*-4 � � � $:9J*>F�PQ9
$�B'<>9I9
$TB'1�(04Q]

B'<Q5.$>k (/; � � � <A; 1
YQ$	F�2.?�,�<-&+F (04@*dB'<Q5.$:h^<N9J5�*-9
$p&0<\F�1Tq-1
YQ$:4�1
YQ$	B'<Q5.$:h�<>9J5�B:*-4@F�1`()&/&�,t$�B'<>9
9
$TB'1`&S2
5.$TB'<Q5.$T5�nDg�9J*NF�PQ9
$�B'<>9I9
$TB'1�(0<>4v(+F�$T*>FW(0$:9p1
Y�*-4�$:9
9I<>9DB'<>9
9
$TB'1`(S<N4 q-(04�5.$:$T5�?[<\F�1�<-;�1
YQ$	h�<>9
G�(04�$:9
9
<>9

B'<>9
9I$TB'1�(04Q]s5.$TB'<Q5N(04Q]7(+F�F`U�$:4.1d<>4jB:*K&+B'P.&+*-1�(04Q]71
YQ$v$:9
9
<>9E&0<LB:*A1�(0<>4 n�g
�
$:9
27$:9
9
<N9�B'<>9
9
$TB'1`(S4Q]7B'<Q5.$

(+F	$:9'*>F�PQ9
$�B'<>9I9
$TB'1�(04Q]@*-1	1IYQ$�F
*-?�$d<>9 (�P�F�P�*K&/&02O*-1�*�?�P�BIY7Y.(S]NYQ$:9�(8&0$
�
$'&�<-;DB'<>9
9
$TB'1�(0<>4 n

op$TFW(+5.$TF�$T*NF�$�<-;%B'<>?[UQPQ1J*-1�(0<>4 q8*-4 $ � BI(0$:4\1 � CEHM(+F <>4Q$�1
Y�*-1d?@*-GN$TF�]><\<Q5 P�F�$�<-;�1
YQ$
F�U�*>B'$[P�F�$T5 1
<OF�1I<>9
$�1
YQ$v;=9J*-]>?[$:4\1JF n�H (C���� &
�4#'<�!.-��
"��
�� � C	H P�F�$TFv*>F�?�P�B
Y F`1
<>9J*-]N$ /X(S4b,.(S1'F 1
;=<>9 � ; 9'*-]>?�$:4.1JFD*NF�1
YQ$d<>9�(0]-(04�*K&�5Q*-1J*vP�F�$TF:n�lb$�B:*-4Q4Q<>1	YQ<>Ut$�1
<�5.<�,t$:1
1
$:9Tq PQ4.&S$TFIF	1
YQ$d<N9�(0]-(04�*K&

F�1
<N9J*-]>$�F
B
YQ$:?[$D;=<>981
YQ$	5Q*-1J*%(+F�9
$T5.PQ4�5Q*-4.1Tn8H F`U�*>B'$�<>UQ1�(0?@*K& � CEH Y�*>F81I<�]>$:4Q$:9'*-1
$p; 9'*-]>?�$:4.1JF�<-;
1
YQ$dF
*-?�$E&0$:4Q]>1
Y�� � ��� (/;��b(+Fp1
YQ$"F (Si:$d<A; 1
YQ$�<>9�(0]-(04�*K& 5Q*-1
PQ?On8l Y.(/&0$d1
YQ$�Ut<\F
FW(0,.&0$�5Q*A1J*�&0$:4Q]>1
Y�F
�
*A9�(0$TF:q *-4 � C	H *K&0]><>9�(01
YQ? Y�*>FE1
<7*>F
F�PQ?�$�1
Y�*A1	1
YQ$�5Q*-1J*�B'<>4�FW(+F�1JFE<-;^*-1I<>?�(+B�B'<>4�F`1�(01
PQ$:4\1'F:q�1
YQ$
5Q*-1J*7F`2\?�,�<A& F n � <>9�*�UQ9'*>B'1�(+B:*K&%*w&S]N<>9�(01
YQ?Oq�*75Q*-1J* F�2.?�,t<-&^B'<>P.&+5mB'<>4�FW(+F�1JF <-;�*7,.(01�F�1I9�(04Q]\Fd<-;
&0$:4Q]>1
Y y �7,.(01JF[*-4�535N(+F�U�$:9'F�$O1
YQ$�F�2\?�,t<-&+Fd(04.1
< ; 9'*-]>?�$:4.1JFdB'<>?�Ut<\F�$T5b<-;"F�2.?�,�<-&+Fv<-;�&0$:4Q]>1
Y��
,.(01JFE$T*>B
Y npl Y.(/&S$�4Q<>1�$

�
$:9
2�U�<.F
FW(0,.&0$�,.(01"F�1I9�(04Q]@B:*-4O,t$�$ ��*>B'1�&02O5.$TB'<>?�Ut<\F�$T5 (04jF�2.?�,�<-&+FE<-; y �

,.(01JFE$T*>B
Y q h^$dB:*-4 U�*>5�h�(01
YOi:$:9I<\$TF:n

e�YQ$7B'<>9
9
$TF�Ut<>4�5N(04Q] $:4�B'<Q5N(04Q]3(+F�* ?@*AUQU.(S4Q] ; 9
<N? 1IYQ$s5Q*-1'*jF`2\?�,�<A&EF`U�*>B'$ /�*K&/&�,.(01JF
<-;d&0$:4Q]>1
Y � 1�(04.1
< 1
YQ$ ��� ;=<-&+5 B:*-9
1
$TFW(+*-4 UQ9
<Q5.P�B'17<-;�1
YQ$ ; 9J*A]>?�$:4.1@F�2.?�,t<-&�F�U�*>B'$5/ � ( ;=<-&+5
B'<>4�B:*-1I$:4�*-1�(0<>43<-;�,.(01�F�1
9`(S4Q].F�<-;�&S$:4Q]N1
Y � � �&� � � 1�e%YQ$@FW(0i:$�<-;�1
YQ$@5Q*-1J*7F`2\?�,�<A& F Y�*>F�1
<7,t$@*



z& 

d1 d2 d3 d4 d5

d1 d2 d3 d4 d5

d1 d2 d3 d4 d5

DATUM

CODE
WORD

c1 c2 c3 c4

c1 c2 c3 c4

d1 d2 d3 d4 d5

IDA

Decoding

     Fragments

� (0]>PQ9
$ { n � k8l *>F�1
$';=9
$:$ � C	H *>F	*-4 � Cvc@B'<Q5.$>n

?�P.&01�(0U.&S$�<-;�1
YQ$p; 9J*A]>?�$:4.1VF�2.?�,�<-&+F:n � 4@*K&/& q>1
YQ$�$:4�B'<Q5N(S4Q]v(+FD*�?�*-UQU.(04Q]�; 9
<N? 1
YQ$ � ;=<-&+5�B:*-9I1
$TFW(+*-4
F�U�*>B'$�<

�
$:9d1
YQ$[; 9'*-]>?�$:4.1�F�2.?�,t<-&+F (S4.1
< 1
YQ$ � ;=<-&+5mB:*-9
1
$TFW(+*-4 F�U�*>B'$>q8<>9�*-4 � � q � � B'<L5.$>n / e�YQ$

B'<Q5.$:h^<N9J5QF�/ 1
YQ$�B'<>4�B:*-1I$:4�*-1�(0<>43<-;�1
YQ$v; 9'*-]>?�$:4.1JF 1p; <N9
? *-4 � 5N(0?�$:4�FW(0<>4�*K&�?@*-4.(/; <A& 5 (04 *-4 �
5N(0?�$:4�FW(0<>4�*K&d&/(04Q$T*-9OF�U�*NB'$7<

�
$:9�1
YQ$ � 4.(01
$ � $'&+5 h�(01
Y � � $'&0$:?�$:4.1JF:q	hEYQ$:9
$ �m(+F[1
YQ$7;=9J*-]>?[$:4\1

&0$:4Q]>Y.1	(04O,.(01JF n 1
e�YQ$ � CEH UQ9
<NU�$:9
1�2 F�1J*A1
$TF�1IY�*-1O* B'<Q5.$:h�<>9J5 (+FO5.$:1
$:9I?�(04Q$T5 (/; � <-;�1
YQ$3B'<Q5.$:h�<>9J5

B'<.<>9J5N(04�*-1
$TF / 1
YQ$ ; 9J*A]>?�$:4.1JF 1D*-9
$vG\4Q<-h	4 n�aD<Q5.$TFEh�(01
YO1
Y.(+F�UQ9
<NU�$:9
1�27*-9
$�G.4Q<-h	4j*NF2� 
���
"���:�
@3
 (C��
���g!'�+-'&.i
# ]
:6C��' � ��%�'7( / � Cvc21�B'<L5.$TF nMe�YQ$34�*-?[$j9I$'; $:9JF�1I< *-4 $TZNP.( � *K&0$:4.1jUQ9I<>U�$:9
1�2 <-;
B'<Q5.$TF:n7l3$7B:*-4m$T*>FW(/&02 B
Y�*A4Q]>$s*A4 � CvcjB'<L5.$TFR1
<OF�$:U�*-9J*A1
$�(04.; <N9
?@*-1�(0<>4 F�2.?�,�<-&+F ; 9I<>? BIYQ$TB
G
F�2.?�,�<-&+F:n e�YQ$:4 *3B'<Q5.$:h�<>9J5b(+Fv;=<>9
?�$T5b;=9
<>? * 5Q*-1
PQ? /�� 
 � � � � ��� � � � �21d,\2 *-UQU�$:4�5N(04Q] BIYQ$TB
G
F�2.?�,�<-&+F

�
�
	 
 � � ��� � �

1I<�<N,Q1J*K(04j*�B'<Q5.$�h�<>9J5

/�� 
 � � � � �����&� � � �
�
	 
 � �

�
	
� � ����� � �

1 �

e�YQ$�9
$TF�P.&01�(04Q] � CEHdFd*-9
$�,.27; *-9�,�$:1
1I$:9�1
Y�*A4j1IYQ$�<>9�(0]-(04�*K&D$ ��*-?�U.&0$TF�]-( � $:4b,\2O#	*A,.(S4 n
l3$�(/&/&0P�F�1
9J*-1I$�1IYQ$�B'<>4Q4Q$TB'1�(0<>47(04 � (S]NPQ9
$ { n � n



z �

� � ��� 
 � ������� ��� � �	!$����� '
e�YQ$�,�$TF�1�F�P.(01
$T5 � CvcOB'<L5.$TF"; <N9d<>PQ9dUQPQ9
U�<.F�$TF�;=<>9
? *7B'$:9
1'*K(04 BI&+*>F
Fd<A;D&/(04Q$T*-9 � Cvc

B'<Q5.$TF�1
Y�*-1�Y�*-UQUt$:4�F�1
<�,�$�*K&09
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$d<>4O*�B'<>?[?�$:9JBI(+*K&/&02j*
�
*K(/&+*-,.&0$�B
Y.(0U n�HdF	h�$dh�(/&/&�4Q$

�
$:9�P�F`$�1
YQ$v$:9
9
<>9

B'<>9
9I$TB'1�(0<>4sB:*AU�*-,.(/&)(01�(0$TF�<-; 1
YQ$dB'<Q5.$TF:q�F�Ut$TBI( *w& UQPQ9IU�<\F�$�BIY.(0U�F�h�<>P.&+5�,t$�F�?@*K&/&0$:9�*-4�5[$
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